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modusGate Email Protection 6.5
Keep Users Protected From the Latest Social Engineering Tactics

Caore Concepts

» Malicious URL Scan that
protects against hosted
malicious content linked
in emails

» Display Name Phishing
Protection that allows
for enhanced protection
from spoofing attacks
using specified high-
authority user addresses

» DMARC Reporting for
enhanced analysis of
mailflow data generated
by DMARC policies

» Updated Avira and
Bitdefender AV Engines
for premium protection

» Population and
Authentication for
Office 365 AD

» An updated User
Interface that gives
admins and partners
easier management and
control!

What You Gain

» With modusGate, you
get the essential,
market-leading filtering
you need with advanced
threat protection
features and DMARC
capabilities that stop
the most popular,
fastest-growing attacks
in their tracks

modusGate Email Security is backed by decades of experience
successfully filtering email and stopping advanced threats. Now
including Malicious URL Scan, Display Name Phishing
Protection, DMARC Reporting and a brand new Threat
Dashboard that all contribute to maximize the effectiveness and
usability of on-premise email security for customers and
partners in the years to come.

What are the benefits of modusGate 6.5?

Maintain your domain's authority while protecting against
modern threats:

Affordable Protection from Advanced Threats: modusGate offers Anti-Spam, Anti-
Malware, Targeted Phishing Protection, a directQuarantine Outlook Plugin and more to
provide your organization's users with the most efficient filtering possible. With the
addition of a Malicious URL Scan, Display Mame Phishing Protection and updated Dual-AV
— all providing you up-to-the-minute intelligence through a brand new Threat Dashboard
— means your organization will be ready for the rash of malicious content, targeted
phishing attacks and email fraud that plague so many organizations today.

Authentication procedures typically reserved for Enterprise: A variety of solutions
allow you to publish and evaluate the performance of your DMARC record, but these
single-feature companies fail to offer the value so many businesses require. modusGate is
the only DMARC-enabled preduct meant for businesses like yours, while enhanced
reporting allows you to maintain your domain’s reputation.

Leverage the benefits of the Latest Protection:
No matter the technology you use, stopping targeted threats shouldn’t be
eating up your day.

The threats have become clear: email is the leading vector for malicious content, hosted
malware and social engineering attacks. With modusGate’s new protections against
malicious URLs, display name phishing and more, along with DMARC implementation and
reporting, you can do more than ever before to meet the modern threats that plague
businesses and organizations of all sizes looking to use email safely and securely.

Reach out to Vircom and get
started with a Free 30-Day Trial on
modusGate. Get powerful
protection for your email today!
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modusGate Email Protection with DMARC
Authentication and Safety for Your Email Server

Core Concepts modusGate Email Security is backed by decades of experience

> Advanced Filtering and successfully filtering email and stopping advanced threats. Now
other features prevent including DMARC capability, it also allows your organization to
malicious emails from publish records requiring consistency between email headers and
reachlng Your user . . . . . . . .
inboxes sending domains, preventing email spoofing, certain phishing

attacks, and protecting you against the most virulent modern

> DMARC is a unique email threats.

system for email
authentication, the
adoption of which has not

been fully leveraged What are the benefits of modusGate with DMARC?

> 75% of BEC (Business Improve Email Engagement while reducing Email Risks:
Email Compromise) ] i
attacks use Email or Affordable Protection from Advanced Threats: modusGate offers Anti-Spam, Anti-
Domain spoofing, a Malware, Targeted Phishing Protection, a directQuarantine Outlook Plugin and more to
practice that can be provide your organization's users with the most efficient filtering possible. It's Artificial
stopped by an effective Intelligence Engine and real-time threat analysis catches 99.5% of malicious emails with a
DMARC policy 0% false positive rate, while also protecting you from look-alike domains and other popular

avenues of attack.
= 30% of recipients open

phishing emails and 12% Authentication procedures typically reserved for Enterprise-grade solutions: A variety of
click on attachments solutions allow you to publish and evaluate the performance of your DMARC record, but
necessitating the n'gf;t these single-feature companies create vendor sprawl, while enterprise solutions are too
defense before these expensive for growing businesses. modusGate is the only DMARC-enabled product meant
emails reach your users for businesses like yours.
> BEC attacks rose by 42x Leverage the benefits of a Professional Service:
relative to more common No matter the technology you use, understanding DMARC can be a challenge -
email banking Trojans in that’s why Vircom is here to help, every step of the way.
2015 alone
. Choosing a DMARC policy to quarantine, reject, or do nothing with emails can have vast
What You Gain ramifications for your time and your company, while ensuring the validity of your DMARC,
SPF and DKIM policies can also be a challenge in and of itself. Vircom's modusGate makes
> With modusGate, you get it easy to publish and modify DMARC records, while Vircom's security experts make it
the essential, market- even easier to configure and improve them!
leading filtering you need
with advanced threat
protection and DMARC .
capabilities that stop the Reach out to Vircom and get
most popular, fastest- H .
Erowing attacks in their started with a Free 30-Day Trial
tracks on modusGate. Use DMARC for

your email today!
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