The EgoSecure
Management Console

An Overview

The advantages of the EgoSecure console

 Clear and intuitive on-premises console

e Installs/updates the Avira client to endpoints silently,
on-demand or automatically via policies

* Real-time security monitoring with detailed reports and stats

- Identification of potential security threats and update errors

« Alerts can be sent by email or SNMP and imported into SIEM
and other systems

 Quick and easy installation - no external support required

» Seamless and fast interaction between functions with zero
loss of performance

« Support for virtual environments

« Intuitive administration without the need to train the IT team S——.

. Lo . The EgoSecure management console is a breeze to

« Seamless integration into users‘ standard workflows . . :
install and use. Typically, users do not require any

. . . L L training as most protection functions are performed

e Clear information on security related permission restrictions, in the background.

avoiding the need to ask the Helpdesk

Easy installation and fast configuration

 Centralized real-time management of the IT systems to be
The EgoSecure management

protected .
console is free to use for
e Full transparency of all systems and installed software new customers and those
including statistics renewing existing licenses.

 Multi-tenancy architecture as well as multi-domain support (Micro-
soft Active Director, Novell eDirectory, openLDAP, Workgroups)



These products can be managed centrally
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System requirements

Hardware

Server:

* Memory: Min. 512 MB
» Disk space: Min.1GB

These EgoSecure Data Protection
components are installed on the
server:

+ EgoSecure management console
« EgoSecure server
« EgoSecure admin tool

Client:

* Memory: Min. 512 MB
« Disk space: Min.1GB

EgoSecure Data Protection installs
the EgoSecure agent on the client.
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Software

Server:

o Database: All Microsoft SQL Server
versions currently supported by
Microsoft as well as MySQL Com-
munity Server 5 or later

» Operating system: All Microsoft
Server OS versions currently sup-
ported by Microsoft

Client:

» Operating system: All Microsoft
client OS versions currently sup-
ported by Microsoft

All 32-bit and 64-bit versions are
supported. Limited support is offered
for embedded versions.

For more details, visit https://egosecure.com/en/

About
EgoSecure

Our egosecure data protection solution has
made us the innovation leader in data protec-
tion solutions for over a decade. Our initial
product version was developed in 2005 in
the south-western German town of Ettlingen,
where the company is still headquartered.
Since then, we have been able to win-over
well in excess of 2,000 customers of all sizes
and from many industries. After analyzing
the dataflow and determining the vulnera-
bilities using Insight and IntellAct, protective
measures can be configured individually with
20 protection functions. These protection
functions are based on the C.A.F.E. (Con-

trol, Audit, Filter, Encrypt) MANAGEMENT
PRINCIPLE. Our solution offers quick and
easy installation without complex and costly
consulting. EgoSecure Data Protection is built
mainly on solutions developed in-house, so

it is installed, administered, and operated in

a similar way. All protection functions focus
on making life as easy as possible for the user,
while they remain secure and protected. This
is what we call simply beautiful IT security.

EgoSecure participates in distribution and
technology partnerships around the globe,
and protects over 2,100 international com-
panies of all sizes and in diverse industries.
EgoSecure is especially popular for protecting
data in critical infrastructures. The product
portfolio provides effective and efficient solu-
tions for issues currently facing the market,
including industrial espionage, compliance,
cloud security, and Industry 4.0.
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