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Preface 
 

The WebTitan Cloud Administrators Guide is designed to help system administrators to 
understand the operation of the WebTitan Cloud appliance. This guide provides an 
overview of the key product features, along with information about how to set up, 
manage, and monitor the WebTitan Cloud appliance. These instructions are intended 
for an experienced system administrator with knowledge of networking and email 
administration. 
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1 
Introduction 

This chapter provides an overview of the WebTitan Cloud Appliance. 

WebTitan Cloud allows providers of internet services to offer web content controls to their 
customers easily. Deployed as a cloud based service, it is a DNS based solution requiring 
simple DNS redirect to the WebTitan servers. This makes it simple to set up and manage. It 
facilitates scale and eliminates latency. 

The multi tenanted solution can be hosted either within the TitanHQ Cloud or in the service 
providers own DataCentre. An extensive API caters for integration with existing customer 
deployment, billing and management tools. This, coupled with a fully rebrandable, simple 
and intuitive user interface makes it easy for Service Providers to deploy a web filtering 
service quickly and without a major capital investment. 

 

Management product features: 

Multi-tenanted solution: Support all of your customers on one centralized platform. Each 
customer account has its own log in and policy manager and each account can manage 
internet content for multiple locations. 

Centralized administration: The Service Provider can manage all accounts centrally from the 
web based user interface. The Centralized dashboard provides an overview of the system 
performance and customer activity. 

Rebrandable/ white label: Rebrand the platform with your corporate logo and corporate 
colors to resell it as a hosted service. 

Reporting suite: Reports are available at a global level as well as at the account level. 
Browsing activity reports can be scheduled to run on a timed basis or can be run on demand 
and detail the sites that were allowed / blocked over a specific time period, requests by 
category, requests by domain and requests by IP. Real time browsing and search 
functionality are also available. 

Extensive API: WebTitan Cloud integrates with existing systems via an API to allow you to 
easily create customer accounts, extract reporting information and interface with the 
existing management console. 

Our cloud or yours: WebTitan Cloud can be hosted in the TitanHQ cloud, as a dedicated 
private cloud, or in the Service Providers own data center. 
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Customer product features: 

URL filtering: WebTitan for Service Providers filters website URLs into 53 predefined 
categories such as social media, news, pornography, gambling etc. The system contains over 
500 million website addresses in 200 languages, each sorted into the predefined categories. 
Combined with cloud based look up users get highly accurate and flexible filtering based on 
the website’s content. 

Malware & phishing protection: Protect your client’s network from malware and phishing 
attacks with WebTitan’s categories of malware protection. WebTitan will block access to 
compromised websites, malicious websites,spam based websites and spyware. 

Flexible policy creation: Using WebTitan for Service Providers you can easily allow your client 
to create and manage their own policy to protect their users. 

Policy exceptions (Cloud Keys): WebTitan for Service Providers allows the administrator to 
create exceptions to the general internet policy. Known as Cloud Keys; they can be created 
instantly and allow the user to bypass a policy rule. Each Cloud Key can be created for single 
or multiple users, controlled by time or date. 

Reporting: Customers have access to a full suite of predefined reports on user or group 
activity. Real time browsing activity can also be viewed. 

Web based user interface: WebTitan for Service Providers can be securely accessed online 
which allows the customer easy access to manage their policies and generate reports. 
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2 
Setting up the Appliance 

 
This chapter describes how to set up the WebTitan Cloud appliance and how to modify 
the interface settings. 

Importing a License 

 

You cannot proceed to use WebTitan Cloud until you successfully load a WebTitan 
Cloud license. The Select license file to import option enables you to load the WebTitan 
Cloud license file. 

The license file is a .key file, which is distributed to you via email. Select the key file 
from the dialog displayed and click Open. Click on the Import button to complete the 
operation. 

The License Information section displays details about the license that is currently 
loaded. 
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Configuring WebTitan Cloud in the Network 

Network Configuration 

 

The entries in the Network Configuration section are as follows: 

Entry Description 

IP address: The IP address of the WebTitan Cloud appliance. 

Subnet mask: The associated subnet mask for the network 
segment. 

Default route: The IP address of the next outbound hop from the 
WebTitan Cloud. Appliance 

 

Hostname 

 

The Hostname is the short name (not the fully-qualified name) for the WebTitan Cloud 
appliance. 

Click the Save button to save changes to the System Details section. 

 

 



 

10 

 

DNS Settings 

 

The Domain Name System (DNS) is a distributed, hierarchical system that provides a 
method for identifying hosts on the Internet. DNS uses alphanumeric names called 
fully- qualified domain names (FQDNs) instead of using numeric IP addresses that are 
difficult to remember. 

The entries in the DNS Settings section are as follows: 

Entry Description 

Domain name: The domain name of the WebTitan Cloud 
appliance. 

DNS Server(s): The IP address of the Primary DNS server and the 
IP addresses of any secondary DNS servers for 
the appliance. 

The primary DNS server should be the fastest 
DNS server accessible to the appliance. Click Add 
to add each IP address. 
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Entry Description 

DNS Forwarding: Use this to enable or disable DNS forwarding on 
the WTC appliance.  

Cache Size (MB): Here we specify the size of the cache we wish to 
be stored on the WTC appliance.  

The default value is 31MB.  

Flush Cache: The cache can be flushed by clicking on the Flush 
option in this section.  

You will be notified by a status message when 
the cache has been successfully flushed.  

Permitted IP 
Addresses: 

This will display the list of IP addresses that are 
currently accepted by the WebTitan Cloud 
appliance. When a new IP address is added it will 
be appended to this list.  

 

 

 

 

 

 

 

 

 

 

 

 

 



 

12 

Static Routes 

 

If you have complex routing requirements, then you may need to manipulate the 
network routing tables by adding static routes. 

Note: Static routes are not usually required. 

The Static Routes section displays the details about any static routes that are already 
defined for the appliance. To add a static route, click on the Add... button. The Static 
Route dialog is displayed. 

The entries on the Static Routes dialog are as follows: 

Entry Description 

Destination type: This drop-down list enables you to specify if the 
static route is for a Network subnet or a Host 
address. 

Destination: The IP address of a host or network located 
outside the subnet of the WebTitan Cloud 
appliance, to which data can be routed. 

Mask: The subnet mask for the destination host or 
network. 

Gateway: The IP address of the next hop intermediary that 
can be used to reach the destination host or 
network. 

Active: This check box indicates whether or not the 
static route is active. 

To edit an existing static route, click on the  icon in the Options column. To delete an 

existing static route, click on the  icon in the Options column. 
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Click the Save button to save changes to the DNS Settings section. 

Email Settings 

 

Notifications from the WebTitan Cloud appliance are sent to a specified email address 
on an Email server. You use the Email Settings section to specify the STMP server and 
the frequency of the email notifications, as follows: 

Entry Description 

Email Server: The EMAIL server to which email notifications 
from WebTitan Cloud are sent. 

WebTitan Cloud sends email notifications when 
users attempt to access blocked URLs or when 
system updates are ready for installation. You 
specify the email address to which notifications 
are sent in the Policy section. 

Notification 
Period: 

The frequency at which notifications are sent to 
the specified email address. The options are 
Every 15 minutes, Every 30 minutes, Every hour, 
or Every 2 hours. The default is Every 15 
minutes. 

Sender Email 
Address: 

Here is the part of the Email settings where we 
configure what we want the sender address of 
the emails to be. e.g.  
notifications@webtitancloud.com 

 
 

Click the Save button to save changes to the Email Settings section. 
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Configuring the Date and Time 
 

 

You can use the Date and Time section to set the date and time settings for the 
appliance, as follows: 

Entry Description 

Timezone: Use this drop-down list to select the time zone in 
which the appliance is located. 

NTP: Use this drop-down list to select whether or not to use 
Network Time Protocol (NTP) synchronization for the 
appliance. The default is No NTP synchronization. 

Date: Use the drop-down lists to set the current date. 

Time: Use the drop-down lists to set the current time. 

 
To instantly synchronize the appliance with the NTP, click on the NTP Sync button. Click 
the Save button to save changes to the Date and Time section. 

Note: The NTP synchronization does not work if you are using VMware. 
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Shutdown/Restart the Appliance 
 

 

You can use the Shutdown/Restart section to correctly shut down or restart the 
appliance. The Uptime field displays the number of days and minutes for which the 
appliance has been operating. This section also displays the load averages over 1 
minute, 5 minutes and 15 minutes respectively in the Load Averages field. If the load 
average is greater than 5, the system is overloaded. 

To shut down or restart the appliance, select the appropriate option from the Select 
Action drop-down list and click on the Start button. 

 

 

Changing the Administrator Password 
 

 

The Change Password section enables you to change the administrator password that 
you use to log in to WebTitan Cloud. To change the password, do the following: 

1. Type the old password in the Old Password text box. 

2. Type the new password in the New Password text box. 

3. Type the new password again in the Confirm New Password text box. 

4. Click on the Save button. 
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Changing the Interface Settings 

 

 

The Interface Settings section determines how the WebTitan Cloud user interface is 
presented. The settings that you can modify are as follows: 

Entry Description 

Logo: The logo is the logo that is displayed at the top left 
side of every screen. 

Upload New Logo:  To change the logo, click on the Browse... button 
to select a new image file for the logo. Click on the 
Save button to display the new logo in the user 
interface. 

Set Page Title Change the title displayed in the browser tab from 
WebTitan Cloud 

Choose Color Scheme Change all the UI colour scheme colors. Selecting 
Choose will bring up a dialog allowing you to each 
UI component to whatever color you want. Click 
the Reset button to revert any changes back to the 
original. 

UI Timeout Period:  The period of inactivity in the user interface after 
which the user is logged out of WebTitan Cloud. 
default is 30  

Reset to Defaults:  To reset the interface settings described above to 
the default settings that are included with the 
appliance, click on the Reset button. 
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Below is an example of a new Color Scheme, with every change made a preview area 
below is generated showing your new scheme.  

 

These changes will not be saved until you click Save. 
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The Access Denied Page section allows you to customize the display page that is 
presented if users try to access a page that they are not permitted to view. 

 

 

You can do this by modifying the following fields: 

Entry Description 

Title: This is the heading of your access denied 
page. 

Access Denied 
Message: 

Provide a brief message to users as to 
why they are receiving this page. The 
system will also provide a reason for their 
request been blocked immediately after 
this text. 

Additional 
Information: 

Specify any additional information that 
you may wish to present, such as links to 
your corporate usage policy etc. 

 
Click the Save button to save the changes. 

Click on the Reset button to reset the access denied page settings to the factory 
default. Click on the Preview button to preview the access denied page. 

Click the Advanced button to modify the CSS stylesheet for the access denied page 
to change the look and feel of the login page and/or brand it with your company 
logo. 
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Working with Certificates 
 

The use of SSL certificates ensures that all HTTP communication with WebTitan 
Cloud GUI is encrypted.  

WebTitan Cloud allows you to use one of the following: 

 Trusted certificates from a trusted certificate signing authority 

 Private, self-signed certificates 

The private certificates provide the same security as certificates purchased from a 
certificate authority. However, the web browser is unable to verify the authenticity 
of the private certificate so a warning message is displayed to the user informing the 
user about the unverified certificate. 

To avoid the warning message and any issue with the private, self-signed certificate, 
you can purchase a trusted certificate from a trusted certificate signing authority. 
The trusted certificates are identifiable by all browsers, and users are not presented 
with the warning message. 

All loaded certificates, including self-signed certificates, are listed in the table in the 
Installed Signed Certificates section. To view one of the installed certificates listed in 

the Installed Signed Certificates section, click on the  icon in the Options column. 

To delete an installed certificate, click on the  icon in the Options column. 

You select which certificate to use for HTTPS connections in the Access tabbed 
section. 
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Generating Certificate Signing Requests (CSRs) 

To generate a certificate signing request (CSR) or a self-signed certificate, you must 
enter the following information in the Generate Certificate Signing Request (CSR) 
section: 

Entry Description 

Common name: The fully-qualified domain name that is used in 
the URL to access the WebTitan Cloud GUI. It 
must match the server name exactly; 
otherwise a warning dialog is displayed every 
time you visit the site. For example, WebTitan 
Cloud.example.com. 

Organization: The name of your company or organization. 

Organization Unit: The name of the department within your 
company or organization. This entry is 
optional. 

City: The name of the city or town where the 
company or organization is located. 

State/Province: The full name of the state or province where 
the company or organization is located. 

Country: The two-letter country code for the country 
where your company or organization is 
located. For example, US. 

 
To generate a Certificate Signing Request for submission to a trusted certificate 
signing authority, click on the Run button in the Generate Certificate Signing Request 
(CSR) field. The CSR is generated and displayed in the text box below the Run button. 
You must copy the text exactly and submit it to a trusted certificate signing authority  
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(CA) for signing. When you receive the signed certificate back from the CA, you use 
the Import Certificate from PEM option to import the certificate into WebTitan 
Cloud. All loaded certificates, including self-signed certificates, are listed in the table 
in the Installed Signed Certificates section. 

Importing Certificates 

Under settings - SSL 

 

When you receive a signed certificate back from a trusted certificate signing 
authority (CA), you use the Import Certificates section to import the certificate into 
WebTitan Cloud. To import the certificate, click on the Browse... button to select the 
certificate file, then click on the Import button. 

 

All loaded certificates, including self-signed certificates, are listed in the table in the 
Installed Signed Certificates section. 
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Configuring WebTitan Cloud Access Settings 

 

 

The Access section determines the access that is allowed to the WebTitan Cloud 
appliance. The access settings that you can modify are as follows: 

 

Entry Description 

Port: Use this text box to enter the port to use for HTTP 
access. The default is 8080.  

NOTE: If this is changed and the WebTitan Cloud 
Locater (ipagent) is being used, then the 
configuration file (generally located in 
C:\ProgramData\WebTitan\WebTitan Cloud Locator) 
called config.ini will have to be updated with the 
new port. 

HTTPS: To allow access via HTTPS, set this option to ON by 
clicking on the Enable button and clicking Save. The 
Port and Certificate inputs described below are 
displayed. To block access via HTTPS, set this option 
to OFF by clicking on the Disable button and clicking 
Save. By default, this option is set to OFF. 

Port: If you set the HTTPS option to ON, use this text box 
to enter the port to use for HTTPS access. The 
default is 8443. 

Certificate: If you set the HTTPS option to ON, use this 
dropdown list to select a certificate for 
authentication to the secure server. The certificates 
that are displayed in this drop-down list are the 
installed signed certificates that are displayed in the 
SSL tabbed section. 
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API Access Keys 

The WebTitan Cloud Restful API allows authenticated administrators to on-board 
and manage customers and their locations, blacklists and whitelists. Authentication 
to the WebTitan Cloud API is provided via the OAuth 1.0 protocol. 

 

 

 

If the API is being used you will need all of the above keys: 

 OAuth Consumer Key 
 OAuth Consumer Secret 
 OAuth Access Token 
 OAuth Access Token Secret 

 

Below is an example of how the API can be used to create a customer account on 
the WebTitan Cloud Appliance: 

 

 

Here are the parameters required when creating an account using Restful API: 

 

 

 

The above POST will in turn create the following output: 
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We can see that the Customer Account was created successfully, and we are given a 
detailed list of the Customer Account information in a response.  

 
Below is a table including all the possible actions we can take using the WebTitan Cloud 
Restful API.  
 

Action Type  

Create Customer 
Account 

POST http://webtitancloud.example.com:8080/restapi/users/ 

Register for OAuth POST http://webtitancloud.example.com:8080/restapi/auth/admin
register/ 

Delete Customer 
Account 

DELETE http://webtitancloud.example.com:8080/restapi/users/:id 

Get Customer Account GET http://webtitancloud.example.com:8080/restapi/users/:id 

List Customer Accounts GET http://webtitancloud.example.com:8080/restapi/users/ 

Update Customer 
Account 

POST http://webtitancloud.example.com:8080/restapi/users/:id 

Create Customer 
Location 

POST http://webtitancloud.example.com:8080/restapi/users/:id/lo
cations/ 

Delete Customer 
Location 

DELETE http://webtitancloud.example.com:8080/restapi/users/:id/lo
cations/:locationid 

Get a Location GET http://webtitancloud.example.com:8080/restapi/users/:id/lo
cations/:locationid 

List Customers 
Locations 

GET http://webtitancloud.example.com:8080/restapi/users/:id/lo
cations 

Update Customer 
Location 

POST http://webtitancloud.example.com:8080/restapi/users/:id/lo
cations/:locationid 
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Action Type  

Create a Customer 
Blacklist 

POST http://webtitancloud.example.com:8080/restapi/users/:id/bl
acklist/ 

Delete Blacklist Entry  DELETE http://webtitancloud.example.com:8080/restapi/users/:id/bl
acklist/:blacklistid 

Get Blacklist Entry GET http://webtitancloud.example.com:8080/restapi/users/:id/bl
acklist/:blacklistid 

List Customer Blacklists GET http://webtitancloud.example.com:8080/restapi/users/:id/bl
acklist/ 

Update Blacklist Entry POST http://webtitancloud.example.com:8080/restapi/users/:id/bl
acklist/:blacklistid 

Create Whitelist Entry  POST http://webtitancloud.example.com:8080/restapi/users/:id/w
hitelist/ 

Delete Whitelist Entry DELETE http://webtitancloud.example.com:8080/restapi/users/:id/w
hitelist/:whitelistid 

Get Whitelist Entry GET http://webtitancloud.example.com:8080/restapi/users/:id/w
hitelist/:whitelistid 

List Whitelist Entries GET http://webtitancloud.example.com:8080/restapi/users/:id/w
hitelist/ 

Update Whitelist Entry POST http://webtitancloud.example.com:8080/restapi/users/:id/w
hitelist/:whitelistid 

Get Customer Cloud 
Keys 

GET http://webtitancloud.example.com:8080/restapi/users/:id/cl
oudkeys 

 
 
For more a more detailed description of any of the above or a list of the required 
parameters, please consult the WebTitan Cloud Restful API document which can be 
obtained from contacting WebTitan Cloud Support 

 

 

 

 

 

 

 

 

http://manage.webtitancloud.com/restapi/users/:id/blacklist/
http://manage.webtitancloud.com/restapi/users/:id/blacklist/
http://manage.webtitancloud.com/restapi/users/:id/whitelist/
http://manage.webtitancloud.com/restapi/users/:id/whitelist/
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Backing Up the WebTitan Cloud Configuration 

 

 

The Backup section allows you do the following: 

 Export the current WebTitan Cloud configuration settings to a backup file. 

 Import WebTitan Cloud configuration settings from a previously-exported 
backup file. 

 Define a schedule for backing up the WebTitan Cloud configuration settings. 

To export the current settings to a backup file, click on the Start button in the Export 
Backup field. A dialog is displayed with the name of the backup file. The backup file is 
a compressed tar file. Click on the OK button to save the file. 

 

To import a backup file, click on Select backup file to import. Select a .tar.bz2 file that 
you previously exported from WebTitan Cloud and click Open. Click on the Import 
button to complete the import operation. 

 

To define a schedule for backups, set the Schedule Backups setting to ON by clicking 
on the Enable button. By default, the Schedule Backups setting is OFF. To specify the 
schedule settings, complete the entries as follows: 

Entry Description 

Frequency: Use this drop-down list to select the frequency at 
which the backups are performed. The options are 
Every day, Every week or Every month. 

Hour:  Use this drop-down list to select the hour when 
the backup is performed. 
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Entry Description 

Minute: Use this drop-down list to select the minute when 
the backup is performed. For example, if you select 
30, the backup is performed at 30 minutes after 
the hour that you selected from the Hour drop-
down list. 

FTP Server: If you want to use FTP to transfer the backup file to 
an FTP server, enter the name of the FTP server. 

FTP Login: Enter the login username for accessing the FTP 
server. 

TP Password: Enter the password for accessing the FTP server. 

FTP Location: Enter the location on the FTP server where you 
want to transfer the backup file. 

 

Click the Save button to save the scheduled backup settings. 

 

 

Certification Authority 

 

When WebTitan Cloud intercepts an SSL connection, it presents a fake server 
certificate to the client browser. The client browser will issue a security warning to 
the end-user because the browser does not trust the issuer used by the WebTitan 
Cloud. This warning does not occur if the issuer root certificate used by WebTitan 
Cloud is imported as a trusted root certificate in the client browser's certificate 
store. 

The CA Certificate dropdown shows the root CA certificate which is currently in use 
by the proxy. The Available Certificates table lists all available certificates.  

To view an existing certificate, click on the view icon in the Options column. 
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To download a certificate, click the download icon in the Options column. 

To delete a certificate, click on the delete icon in the Options column. To generate a 
new certificate, click on the New... button. 

 

WARNING: HTTPS was designed to give users an expectation of privacy and security. 
Decrypting HTTPS tunnels without user consent or knowledge may violate ethical 
norms and may be illegal in your jurisdiction. WebTitan Cloud decryption features 
described here and elsewhere are designed for deployment with user consent or, at 
the very least, in environments where decryption without consent is legal. 
Decrypting HTTPS tunnels constitutes a man-in-the-middle attack from the overall 
network security point of view. 

 

Role Based Administration 

 

Delegated administration provides a mechanism for propagating WebTitan Cloud 
Administration Portal privileges within a hierarchy of roles. In your organization, you 
might want individuals to have different rights of access to various administration 
tasks and resources. For example, a report manager role can delegate creation of 
reports. This can be further limited so that reports generated by this user are limited 
to a specific set of groups. 
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  Entry Description 

Administrator The administrator role has role has full 
visibility to all components of the UI. 

Report Manager The Report Manager role is allowed to view 
History and generate reports. If a filter is 
used on the report manager then they can 
be restricted on what groups they can view 
and generate reports on. 

Policy Manager The Policy Manager role is allowed to 
manage all policies or a subset of polices if a 
filter is used. 

 

 

To add or edit a new administrator click Add… or the pencil icon beside the user. You 
will be shown the following Window: 
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Roles and Permissions 

 

The Roles and Permissions page show the Roles created on this system. All Roles can 
be viewed and edited here (however the system default 'Administrator' cannot be 
edited). 

A Role allows different Permissions to the system, by limiting which items in the 
menu the Administrator can navigate to. 

To create a new Role click Add... and you will be shown a menu with the Role 
Permissions to select from. 

For instance: To create a Policy Manager we need to create a custom role called 
'Policy Role', which only has access to the policy tab. Then create an Administrator 
'Policy Admin' whose role is the new 'Policy Role'. 

Un-editable Roles have the  beside them - you can only view them. To edit an 

existing Role, click on the  icon in the Options column. The Edit Role dialog is 

displayed. To delete a Role, click on the  icon in the Options column. 
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Customer Settings 

This is the section of WebTitan Cloud where the Customer accounts can be created and 
edited, and where we can also configure our Cloud key and Location entries.  

  

Accounts 

The accounts section contains a list of the customers who are currently configured on the 
WebTitan Cloud appliance.  

 

 

 

Each Account has single, multiple or a range of IP addresses which associate that IP 
address to that Account. 

You can filter by Accounts by entering a name or part of a name in the Filter Label 
field and pressing enter. 

To edit existing Accounts, click on the  icon in the Options column. The Edit 

Account dialog is displayed. To delete an account, click on the icon in 
the Options column. 
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The entries on the Add Account and Edit Account dialogs are as follows: 

Account 
Name: 

The name of the Account 

Email: 
The email associated with that Account. This Email address is then used to 
log into the interface 

Description: A brief description of the Account, for example, the company name. 

Change 
Password: 

Tick this box to change the password 

Password: The password used to log into this account into the interface. 

IP Addresses: 

The IP Addresses associated with this account. In order to be accepted by 
the appliance, Every IP address must be paired with an account or it will be 
rejected. Every account must have at least one IP Address assigned to it. 
This table will accept single, CIDR and ranges of IP Addresses (e.g.: 
10.1.2.3-10.1.9.9). 

You can review the list of accepted IP addresses under System Setup -> 
Network -> DNS Settings 

 

Click on the Save button to save changes to the Accounts dialog, or click on 
the Cancel button to ignore the changes and close the dialog. 
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Cloud keys 

Cloud Keys allow anybody who receives a block page to bypass it. This is achieved by issuing 
a key string consisting of letters and numbers to users, which then can be entered into the 
block page. 

 

 

 

Once a Key has been created, copy the Key ID under Key column and sent it to the 
user. 

Each Key will expire after a certain amount of time after first use, shown in 
the Expires After column. Expires after will only effect the current session, it will not 
invalidate the Key. Keys can be given a max amount of uses, shown in Times Used. If 
this is exceeded then the Key will become invalid. A Key will also become invalid 
(even if it has not been used) if the Valid To date has passed. 

Active Keys will show you which Keys are being accepted at the moment. You can 
disable any Key by editing it. 

Each Key will log in History as the log name given, this is shown on the Log 
Name column. 

To edit a Key, click on the  icon in the Options column. To delete a Key, click on 

the  icon in the Options column. 
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Create / Edit a Cloud Key 

 

 

Customer: 
Specify the Account for this Key. Type in the Account name and this field 
will auto-update. 

Log Name: Specify the name this Cloud Key will log under in History. 

Key: This is the Key ID for this Cloud Key; share this to users to use this Key. 

Expires After: 
The amount of time a Key will expire after its first use in the current 
session. This does not invalidate the Key until either Max uses / Valid 
Until has passed. 

Times Used: 
Shows how many times this Key has been used, also allows you to reset 
Key to zero. 

Maximum 
Uses: 

Specify the maximum amount of times this Key can be used. 

Valid From: Specify when the Key will take effect. 

Key Until: Specify when the Key will expire. 

Description: Description of the Key. 

Key Active: 
Specify if the Key can be used or not, an inactive Key will be rejected upon 
entry. 

Created: Show the date this Key was created. 

Last Used: Show the time this Key was last used. 

Last IP: Show which IP address last used this Key. 
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Click on the Save button to save changes to the Cloud Key Server dialog, or click on 
the Cancel button to ignore the changes and close the dialog. 

 

Locations 
 
WebTitan Cloud identifies your organization and implements your filters based on your 
external IP address which will be available with each DNS request. 

The Locations page allows you to specify all the network locations for your organization.  

 

This may be one or more Static IP addresses, a range of IP addresses, Dynamic IP addresses, 
or Dynamic hostnames. 

 

 If you have a static IP address, then you can add this to the Static IP locations. 
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If you have a dynamic IP address, then add your dynamic IP address on the Dynamic IP tab.  

 

In order for WebTitan Cloud to continue to identity your location when your dynamic IP 
address changes, you must use our Dynamic IP Agent to keep your locations settings up to 
date. 

 The Dynamic IP Agent should be downloaded and installed (with the generated location 
key) on at least one computer in your network.  

The Dynamic IP Agent will automatically update WebTitan Cloud with the new IP address 
whenever the address changes. 

 

As an alternative to using the Dynamic IP Agent, you may also use Dynamic DNS services 
to achieve the same result.  

 

When the IP address associated with your Dynamic DNS hostname changes, then 
WebTitan Cloud will automatically discover this, and update the location IP address. 

To edit a Location, click on the  icon in the Options column. To delete a Key, click on 

the  icon in the Options 
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4 
Defining Customer Policies 

 

This chapter describes how to define policies for internet access, how to filter the 
content, and how to work with web categories. 

Editing Customer Policies 

 

The Customer Policies page displays a list of the filtering policies that are already 
defined for the appliance. The name and a brief description of the policy are 
displayed. The Entries per page drop-down list determines the number of policies 
that are displayed per page. 

To edit a policy, click on the  icon in the Options column. To delete a policy, click 

on the  icon in the Options column. To add a new policy, click on the Add Policy 
button. 

To edit an existing policy, you need to add or edit the information in the following 
tabbed sections: 

Name 

 

  Entry Description 

Name: The name of the policy. 

Description: A brief description of the policy. 
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Categories 

 

The Categories tab lists all of the categories of websites that are currently defined. 
You can use the radio buttons to specify if you want to allow or block access to any 
of the categories. To allow a category, click on the green circle. By default, all 
categories are allowed. To block a category, click on the red circle. Note that a URL 
may belong to more than one category. 

Click the Save button to save the category changes to the policy. 

 

Webfilter 

The Webfilter tab allows you to enable or disable web filtering for the policy that you 
are editing. If you enable web filtering, you can specify the filtering settings that you 
want to apply to the web traffic coming through the WebTitan Cloud appliance for 
this policy, as follows: 

  Entry Description 

Allow unclassified 
traffic: 

Select the green button to allow or the red 
button to block access to unclassified 
websites. Unclassified websites are 
websites that are new and are not yet 
assigned to a category in the central web 
categories database. 

 

By default, web filtering is enabled. To disable web filtering, click on the Disable 
button. Click on the Save button to save the web filtering changes to the policy. 
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Notifications 

 

The Notifications tab allows you to specify the email address to notify about web 
activity and which activities require notification. 

 

Note: For this feature to work, you must also specify the Email server for email 
notifications in the System Setup > Network page. 
The entries on the Notifications tab are as follows: 

 

  Entry Description 

Send emails to The email address to which notifications are to 
be sent. 

Blocked reasons to 
be notified of: 

Use this list to select which web filtering events 
should trigger an email to the email address 
specified above. 

To select an event for notification, select the 
check box next to the event. 

Blocked category 
access to be notified 
of: 

Use this list to select which web categories, when 
accessed, should trigger an email to the email 
address specified above. To select a category for 
notification, select the check box next to the 
category 
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Domains 

 

Enabling or Disabling Microsoft Updates 

 

To enable the downloading of Microsoft Updates to the PCs that are monitored by 
the WebTitan Cloud appliance, set this option to ON by clicking on the Enable 
button. To disable Microsoft Updates, set this option to OFF by clicking on the 
Disable button. 

 

Specifying Whitelisted Domain 

 

If you block access to categories, you can allow access to particular URLs that are 
included in the blocked categories by adding the URLs to the Whitelisted Domains 
list. 

You can filter results by entering a domain or part of a domain in the Filter 
Domains field and pressing enter. 

To add a whitelisted domain, click on the Add... button. The Whitelist Domain dialog 
is displayed. 
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The entries on the Whitelist Domain dialog are as follows: 

  Entry Description 

Website domain: Type the website domain that you want to 
add to the Whitelisted Domains list. You can 
type the domain in any of the following 
formats: 

blah.com 
www.blah.com 

Wildcards are not accepted. 

Comment: Comment field for a description 

 

To edit an existing whitelist domain, click on the  icon in the Options column. To 

delete a whitelist domain, click on the  icon in the Options column. 

To import a list of whitelisted domains from a file, click on the Import button and 
select a file to import. The file should contain 1 domain/line. Lines beginning with 
comments are ignored. By default all imported domains will bypass authentication. 

To edit multiple entries in bulk, select the check box next to each domain. When you 
are satisfied with your selections, click on the Edit... button and the Edit Domain flags 
dialog is displayed. 

To delete multiple entries in bulk, select the check box next to each domain. When 
you are satisfied with your selections, click on the Delete button to delete the 
selected domains. 

 

Specifying Blacklisted Domains 

 

If you allow access to categories, you can block access to particular URLs within 
these categories by adding the URLs to the Blacklisted Domains list. 

You can filter results by entering a domain or part of a domain in the Filter 
Domains field and pressing enter. 
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To add a blacklisted domain, click on the Add... button. The Blacklist Domain dialog is 
displayed.  

 

The entries on the Blacklist Domain dialog are as follows: 

  Entry Description 

Website domain: Type the website domain that you want to 
add to the Blacklisted Domains list. You can 
type the domain in any of the following 
formats: 

blah.com 
www.blah.com 

Wildcards are not accepted. 

Comment: Comment field for a description. 

 
 

Click the Save button to save changes to the dialog or click on the Cancel button to 
ignore the changes and close the dialog. 

To edit an existing blacklist domain, click on the  icon in the Options column. To 

delete a blacklist domain, click on the  icon in the Options column. 

To delete multiple entries in bulk, select the check box next to each domain. When 
you are satisfied with your selections, click on the Delete button to delete the 
selected domains. 
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Working with Categories 

Looking Up the Category for a URL 

 

To determine the categories to which a URL belongs, you can type a URL in the 
Lookup URL text box and then click on the Lookup button. The results are displayed 
in the yellow box. 

Providing Feedback About the Categories for a URL 

 

You can use the Content Filter Feedback section to provide feedback regarding 
categories for a URL. Type the URL in the URL text box. Select up to three categories 
to which you think the URL belongs from the Category 1, 2, and 3 drop-down lists. 
Click on the Submit button to submit the feedback for review by the WebTitan Cloud 
team. 

Adding or Editing Custom Categories 

 

Custom categories are categories that you define, as opposed to the system 
categories that are imported to WebTitan Cloud on a regular basis. The Custom 
Categories section lists the custom categories that already exist. To edit an existing 

custom category, click on the  icon in the Options column. The Add/Edit Custom 

Category dialog is displayed. To delete a custom category, click on the  icon in the 
Options column. 

To add a new custom category, click on the Add... button. The Add/Edit Custom 
Category dialog is displayed. 
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The entries on the Add/Edit Custom Category dialog are as follows: 

  Entry Description 

Category name: The name of the custom category. 

Initial Policy State Whether this category will initially be 
allowed or blocked in your policies for work 
and non-working times. 

Description: A brief description of the category. 

URL: Type the URL that you want to include in 
the custom category in the text box and 
click the Add button. Repeat this action for 
each URL that you want to include in the 
custom category. 

 
Click on the Save button to save the custom category and then you can begin adding 
URLs, press the Done button to accept any changes to the Add/Edit Custom Category 
dialog or click on the Cancel button to ignore the changes and close the dialog. 
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Viewing the System-Defined Categories 

Policies - Categories 

 

The System Defined Categories section lists all of the predefined categories. These 
categories are updated from a central web categories database, in accordance with 
the schedule that is specified in the Updates > Category Definitions section. 
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5 
Updating the Appliance 

 

This chapter describes how to update the WebTitan Cloud software, web categories, 
and virus definitions. 

Updating the WebTitan Cloud Software 

 

The System Updates section allows you to keep your WebTitan Cloud appliance up-
to-date with the latest maintenance releases and functional enhancements that are 
available. 

To check for available system updates, click on the Start button in the Check for 
Updates Now field. A status window is displayed to inform you whether or not 
system updates are available. 

Another method of obtaining system updates is to use the Prefetch System Updates 
option. Using this method, you can automatically import system updates to the 
patches area on the appliance on a regular basis. To enable the prefetch method, 
click on the Enable button in the Prefetch System Updates field. To disable this 
method, click on the Disable button. To specify the schedule to which the 
prefetching of updates is run, select an option from the Frequency drop-down list. 
The options are Every hour, Every day or Every week. The default is Every day. When 
the system updates are imported automatically, they are not immediately installed. 
Instead, the updates are displayed in the Available Updates table, from here you can 
install the updates manually. To receive email notification when new system updates 
have been imported and are ready for installation, enter an email address in the 
Notification email address text box. 
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Note: For the email notification to work, you must also specify the Email server for 
email notifications in the System Setup - Network page. 

 

The Installed Updates table displays the system updates that are already installed 
and the date when the update was installed. To view the release notes for a system 

update package, click on the  icon in the Options column. 

The Available Updates table only displays system update packages with version 
numbers that are higher than the version of the appliance that is currently running, 
or update packages that are not yet applied. System update packages must be 

applied in order. To install a system update package, click on the  icon. To view 

the release notes for a system update package, click on the  icon. When you 
install a system update package, the system automatically installs any packages with 
lower version numbers first, if necessary. 

Note: The system updates process uses FTP to retrieve packages. If the WebTitan 
Cloud appliance is behind a firewall, please ensure that FTP access is available. Allow 
up to 30 minutes when installing new updates during which time the proxy will be 
unavailable. 

Updating the Web Categories 

 

The Category Definition Updates section displays information about the category 
definitions that are currently loaded in the system and some entries to enable you to 
update the category definitions, as follows: 

  Entry Description 

Current revision: The current revision number of the 
category definitions list. 

Last Update: The date and time when the category 
definitions list was last updated from the 
central web categories database. 
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  Entry Description 

Check for updates 
now 

To connect to the central database and 
check for updates to the category 
definitions list, click on the Start button. 

Prefetch Updates 
Automatically: 

To connect to the central database and 
download updates to the category 
definitions list periodically, set this option to 
ON by clicking on the Enable button. By 
default, this option is enabled. To disable 
automatic updates, set this option to OFF 
by clicking on the Disable button. If you set 
this option to ON, the Frequency drop-down 
list is displayed, as described below 

Frequency: Use this drop-down list to select the 
frequency at which updates to the category 
definitions list are downloaded from the 
central database. The options are Every 
hour, Every day, or Every week. The default 
is Every day. 

The updates are downloaded at 1 minute 
past the hour for hourly updates, at 
03:01AM for daily updates, and at 03:01AM 
every Saturday for weekly updates. 

Use Cloud based 
lookups: 

To use cloud based definition lookups, set 
this option to ON by clicking on the Enable 
button. By default this option is disabled. To 
disable cloud based lookups, set this option 
to OFF by clicking on the Disable button. 

By default, the WebTitan Cloud appliance 
will check each requested URL against its 
local on-disk database of URL definitions. 
This database is updated daily. You can, 
however, use cloud based lookups rather 
than querying the local disk. This will ensure 
more up-to- date definitions. Please note, 
than choosing this option may introduce a 
very slight latency to each request. 
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6 
Reporting and Logs 

 

Scheduled Reports 

 

  Entry Description 

Scheduled Reports: 

 

 

 

 

The Scheduled Reports section displays the 
reports that are set up to run on schedule. The 
scheduled reports are generated each morning 
at 3am. 

To edit a schedule, click on the  icon in the 
Options column and the Edit Scheduled Report 
dialog will be displayed. To delete a schedule, 

click on the  icon in the Options column. To 
run a scheduled report immediately, click on 

the  icon. 

 

Generation of 
Scheduled Reports: 

 

The Generation of Scheduled Reports section 
enables you to activate the generation of the 
scheduled reports that are listed in the 
Scheduled Reports section. To enable the 
generation of the reports, click on the Enable 
button. 

Note: The generation of scheduled reports runs 
nightly at 3am. 
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Viewing Interface Logs 

 

The Interface Logs section displays the log files that were generated over the last 
seven days. The interface log files record all activity on the WebTitan Cloud GUI. 

To view a log file, click on the  icon in the Options column. 

To download a log file, click on the  icon in the Options column. Select the Save 
file option and click OK. 

To delete a log file, click on the  icon in the Options column. 

Configuring Remote Hosts for Syslog Messages 

 

All system log messages are written to local log files on WebTitan Cloud using syslog. 
Syslog is the de facto standard for forwarding log messages in an Ip network. 

The Remote Syslog section allows you to enable a remote syslog interface server and 
a remote syslog access server. Remote syslog is a mechanism for sending log files 
from the Interface log server and/or the Access log server to a syslog daemon 
running on a remote server. This may be useful for users who wish to use their own 
software tools to view and analyze the log files. 

The Interface log provides an audit trail of all changes to the WebTitan Cloud GUI 
such as policy changes, setting working times, and adding users. You can view the 
Interface log files in the Logs section. To enable remote syslog on the Interface log 
server, set the Status field in the Remote Interface Syslog section to ON by clicking on 
the Enable button. 

The Access log provides an audit trail of all URL requests made through WebTitan 
Cloud. Each line in the log file shows when a request was made, the user who made 
the request, the policy being used, the URL requested, whether the request was 
blocked (with a reason) or allowed, and the Ip address. The Access log file is not 
stored on the WebTitan Cloud appliance and is only available via remote syslog. To 
enable remote syslog on the Access log Server, set the Status field in the Remote 
Access Syslog section to ON by clicking on the Enable button. 
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7 
Getting Support 

 
This chapter describes how to get support from the WebTitan Cloud team and the 
tools that are available for troubleshooting. 

 

Establishing a Connection to WebTitan Cloud Support Personnel 
 

 

To enable you to establish a secure connection to WebTitan Cloud in order to 
receive system support from WebTitan Cloud personnel, you click on the Connect 
button. A port number is displayed, which you need to provide to the WebTitan 
Cloud personnel. To disconnect the secure connection, click on the Disconnect 
button. The Disconnect button is only displayed while the connection tunnel is open. 

On this page you will also find links to the WebTitan Cloud knowledge base, 
documentation and helpdesk. 

 

Using the Diagnostic Tools 

 

The Diagnostic Tools section contains five tabs for three support tools that you can 
use for diagnosing a problem, as follows: 

 Ping - specify a hostname or IP address and click Run. 

 Traceroute - specify a hostname or IP address and click Run. 

 DNS Lookup - specify a hostname and click Run 
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 Test Filtering - Enter the URL/FQDN of the site you wish to evaluate and the IP 
address of the connecting client. Upon clicking the Test button, the result of the 
evaluation will be shown. The result will show the policy action of Allowed or 
Blocked as well as the categorization of the URL/FQDN. 

 Recategorize Domain - You can use the Recategorize Domain section to provide 
feedback regarding categories for a URL. Type the URL in the URL text box. Select 
up to three categories to which you think the URL belongs from the Category 1, 
2, and 3 drop-down lists. Click on the Submit button to submit the feedback for 
review by the WebTitan Cloud team. 

 

Troubleshooting Aids 

 

The Advanced section contains three tabs with detailed system details to aid you in 
diagnosing a problem and one allowing you to restart important WebTitan Cloud 
processes, as follows: 

 Process List - a list of the processes that are currently running on the system. 

 Network connections - a list of all internet connections. 

 Routing Table - a track of where requests are going. 

 Process Management - From here you can view the status of and restart 
WebTitan Cloud’s Web proxy and URLdb server. 
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For any queries relating to this administrator’s guide for WebTitan Cloud please contact 
us at helpwtc@webtitan.com 

 


